China=pubecom

15

15.1
UNIX IPC : FIFO
IPC
42BSD SVR3.2
IPC Pressotto Ritchie
1990
15.2
15-1 14-1
£4[0] f£d[1)] £d[0] £d[1]
L
15-1
14-9 15-1 main add2
14-8 15-1 S_pipe
SVR4 4.3+BSD
15-1 add?2
#include <signal.h>

#include "ourhdr.h"
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static void sig_pipe(int);

int
main (void)

{

int n, f£d[2];

pid_t pid;

char line [MAXLINE];

if (signal (SIGPIPE, sig_pipe) == SIG_ERR)

err _sys("signal error");

if (s_pipe(fd) < 0)
err_sys("pipe error");

if ( (pid = fork()) < 0)
err_sys("fork error");
else if (pid > 0) {
close (fd[1]);
while (fgets(line, MAXLINE, stdin)
n strlen(line);
if (write(£d[0], line, n) n)
err_sys("write error to pipe");
(n read (£d[0], 1line,
err _sys("read error from pipe");
if (n == 0) {
err_msg("child closed pipe");
break;

if (

}

line[n] = 0; /* null terminate */
if (fputs(line, stdout) == EOF)

err sys("fputs error");

}
if (ferror(stdin))
err_sys("fgets error on stdin");
exit (0);
} else {
close (£4[0]):
if (fd[1] != STDIN_FILENO) {
if (dup2(fd[1l], STDIN_FILENO)
err_sys("dup2 error to stdin");
}
if (fd{1] != STDOUT_FILENO) ({

if (dup2(£d([1], STDOUT_FILENO)

}
if (execl("./add2", "add2", NULL) < 0)

err_sys ("execl error");

}

static void
sig_pipe(int signo)
{

printf ("SIGPIPE caught\n");
exit (1)

/* our signal handler */

/* only need a single stream pipe */

/* parent */

!= NULL) {

MAXLINE)) < 0)

/* child */

!= STDIN_FILENO)

!= STDOUT FILENO)
err_sys("dup2 error to stdout");

fd[Q] fd[1]

fd[0] fd[1]

15-2
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\stdout
—SVR4 S_pipe
. 15-2
15-2 s pipe SVR4
pipe
15-2 s_pipe SVR4
#include "ourhdr.h"

int
s_pipe(int £d4[2]) /* two file descriptors returned in fd[0] & fd{1] */
{
return( pipe(fd) );
) .

\Y
SVR3.2 Stevens 1990
15-3 SVR4
£d[0] fd
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UNIX 15-3 SVR4
4.2BSD pipe
socketpair
15-3 s_pipe BSD

#include <sys/types.h>

#include <sys/socket.h>
#include "ourhdr.h"
int

s_pipe(int £d(2]) /* two file descriptors returned in £d[0] & fd[1] *x/

{
return( socketpair (AF _UNIX, SOCK_STREAM, 0, fd) ):;

}
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fd 0:
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fd 2:

fd 3:

ptr

fd 0:

fd 1:
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SVR4 4.3+BSD

#include "ourhdr.h"
int send_fd(intpipefd, i nt filedes);
int send_err (inspipefd, int status, const char efrmsg);
0 -1

int recv_fd(intpipefd, ssize_t (userfunc) (i nt, const void *, size_t));

1

<0
send fd
send_err recv_fd
send_fd spipefd filedes send_err spipefd errmsg
status status 1~ 255
recv_fd send_fd
send_err status 1~ 255
userfunc userfunc
STDERR_FILENO userfunc
UNIX write
send fd
0 send_err errmsg 10
status 1~255 recv_fd null null
userfunc recv_fd status status
0
send_err send_fd 15-4

15-4 send_err

#include "ourhdr.h"

/* Used when we had planned to send an fd using send_ fd(),

* but encountered an error instead. We send the error back
* using the send fd()/recv_fd() protocol. */

int

send_err (int clifd, int errcode, const char *msgq)

{
int n;

if ( (n = strlen(msg)) > 0)
if (writen(clifd, msg, n) != n) /* send the error message */
return(-1);

if (errcode >= 0)
errcode = -1; /* must be negative */

if (send fd(clifd, errcode) < 0)
return(-1);

return (0);
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SVR4 4.3BSD 4.3+BSD send fd recv_fd
15.3.1 SVR4
SVR4 ioctl |_SENDFD
|_RECVFD ioctl 15-5
15-5 SVR4 send_fd
#include <sys/types.h>
#include <stropts.h>
#include "ourhdr.h"
/* Pass a file descriptor to another process.
* If £d<0, then -fd is sent back instead as the error status. */
int
send_fd(int clifd, int £d)
{
char buf([2]; /* send_fd() /recv_fd() 2-byte protocol */
buf[0] = 0; /* null byte flag to recv_fd() */
if (fd < 0) {
buf[l] = -fd; /* nonzero status means error */
if (buf[l] == 0)
buf[l] = 1; /* -256, etc. would screw up protocol */
} else {
buf[1l] = 0; /* zero status means OK */
}
if (write(clifd, buf, 2) != 2)
return (-1);
if (fd >= 0)
if (ioectl(clifd, I_SENDFD, fd) < 0)
return(-1);
return(0);
}
ioctl strrecvfd
struct strrecvfd {
int fd; /* new descriptor */
uid _t uid; /* effective user ID of sender */
gid t gid; /* effective group ID of sender */
char £i11(8];
}:
recv_fd null |_RECVFD
ioctl |_SENDFD

15-6

15-6 SVR4 recv_fd

#include <sys/types.h>
#include <stropts.h>
#include "ourhdr.h"

/* Receive a file descriptor from another process (a server).
* In addition, any data received from the server is passed
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* to (*userfunc) (STDERR_FILENO, buf, nbytes). We have a

* 2-byte protocol for receiving the fd from send_fd(). */
int
recv_fd(int servifd, ssize_t (*userfunc) (int, const void *, size_t))

{

int newfd, nread, flag, status;
char *ptr, buf[MAXLINE];
struct strbuf dat;
struct strrecvfd recvid;
status = -1;
for (; ;) {
dat .buf = buf;
dat .maxlen = MAXLINE;
flag = 0;

if (getmsg(servfd, NULL, &dat, &flag) < 0)
err_sys("getmsg error");

nread = dat.len;

if (nread == 0) {
err_ret ("connection closed by server"):;
return(-1);

/* See if this is the final data with null & status.
Null must be next to last byte of buffer, status
byte is last byte. Zero status means there must
be a file descriptor to receive. */

for (ptr = buf; ptr < &buf[nread]; ) {
if (*ptr++ == 0) {
if (ptr != &buflnread-1])
err_dump ("message format error");
status = *ptr & 255;
if (status == 0) {
if (ioctl (servfd, I_RECVFD, &recvfd) < 0)
return(-1);
newfd = recvfd.fd; /* new descriptor */
} else
newfd = -status;
nread —-= 2;
}
}
if (nread > 0)

if ((*userfunc) (STDERR_FILENO, buf, nread) != nread)

return(-1);

if (status >= 0) /* final data has arrived */
return(newfd); /* descriptor, or -status */

15.3.2 4.3BSD

4.3BSD SunOS  Ultrix 4.3BSD Reno

sendmsg(2) recvmsg(2)
msghdr
<sys/socket.h> BSD4.3

struct msghdr {
§a§dr_t msg_name; /* optional address */
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int msg_namelen; /* size of address */
struct iovec *msg_iov; /* scatter/gather array */
int msg_iovlen; /* # elements in msg iov array */
caddr_t msg_accrights; /* access rights sent/received */
int msg_accrightslen; /* size of access rights buffer */

readv  writev

12.7

UNIX 4.3BSD
msg_accrights msg_accrightslen

15-7 4.3BSD send_fd

15-7 4.3BDS send_fd

#include <sys/types.h>

#include <sys/socket.h> /* struct msghdr */
#include <sys/uio.h> /* struct iovec */
#include <errno.h>

#include <stddef.h>

#include "ourhdr.h"

/* Pass a file descriptor to another process.

int

* If fd<0, then -fd is sent back instead as the error status. */

send fd(int clifd, int £d)

{

struct iovec iov[1l]:

struct msghdr msg;

char buf[2]; /* send_fd()/recv_fd() 2-byte protocol */
iov[0].iov_base = buf;

iov[0].iov len = 2;

msg.msg_iov = iov;

msg.msg_iovlen = 1;

msg.msg_name = NULL;

msg.msg_namelen = 0;

if (£d < 0) {

msg.msg_accrights = NULL;
msg.msg_accrightslen = 0;
buf(l] = -fd; /* nonzero status means error */

if (buf[l] == 0)
buf[l] = 1; /* -256, etc. would screw up protocol */

} else {

msg.msg_accrights = (caddr_t) &fd; /* addr of descriptor */
msg.msg_accrightslen = sizeof(int); /* pass 1 descriptor */
buf([l] = 0; /* zero status means OK */

}

buf[0] = O; /* null byte flag to recv_£fd() */

if (sendmsg(clifd, &msg, 0) != 2)

return(-1);

return(0);
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sendmsg null  status
null status
null 15-8
15-8 4.3BSD recv_fd

#include <sys/types.h>
#include <sys/socket.h> /* struct msghdr */
#include <sys/uio.h> /* struct iovec */
#include <stddef.h>
#include "ourhdr.h"

/* Receive a file descriptor from another process (a server).

* In addition, any data received from the server is passed
* to (*userfunc) (STDERR_FILENO, buf, nbytes). We have a
* 2-byte protocol for receiving the fd from send_fd(). */

int

recv_fd(int servid,

{

int newfd, nread, status;
char *ptr, buf[MAXLINE];
struct iovec iov[l];
struct msghdr msg;

status = -1;

for (; ;) {

iov[0].iov_base = buf;
iov[0].iov_len = sizeof (buf);

msg.msg_iov = iov;
msg.msg_iovlen = 1;
msg.msg_name = NULL;

msg.msg_namelen = 0;

msg.msg_accrights = (caddr_t) &newfd;/* addr of descriptor */
msg.msg_accrightslen = sizeof(int); /* receive 1 descriptor */

if ( (nread = recvmsg(servfd, &msg, 0)) < 0)
err_sys("recvmsg error");

else if (nread == 0) {
err_ret ("connection closed by server");
return(-1);

/* See if this is the final data with null & status.

Null must be next to last byte of buffer, status
byte is last byte. Zero status means there must
be a file descriptor to receive. */
for (ptr = buf; ptr < &bufl[nread]; ) {
if (*ptr++ == 0) {
if (ptr != &buf[nread-1])
err dump ("message format error");
status = *ptr & 255;
if (status == 0) {
if (msg.msg_accrightslen != sizeof (int))
err dump("status = 0 but no £d");
/* newfd = the new descriptor */
} else
newfd = —status;
nread -= 2;
}
}
if (nread > 0)
if ((*userfunc) (STDERR_FILENO, buf, nread) != nread)

ssize t (*userfunc) (int, const void *, size_t))
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return (-1);

if (status >= 0) /* final data has arrived */
return(newfd); /* descriptor, or -status */

recvmsg msg_accrights
msg_accrightsien msg_accrightslen 0
15.3.3 4.3+BSD
4.3BSD Reno msghdr “ ”
‘ " msg_flags
struct msghdr {
caddr_t msg_name; /* optional address */
int msg_namelen; /* size of address */
struct iovec *msg_iov; /* scatter/gather array */
int msg_iovlen; /* # elements in msg iov array */
caddr_t msg_control; /* ancillary data */
u_int msg_controllen; /* size of ancillary data */
int msg_flags; /* flags on received message */
}i
msg_control cmsghdr
struct cmsghdr {
u_int cmsg_len; /* data byte count, including header */
int cmsg_level; /* originating protocol */
int cmsg_type; /* protocol-specific type */

/* followed by the actual control message data */
}i

cmsg_len cmsghdr
cmsg_level SOL_SOCKET cmsg_type SCM_RIGHTS
SCM cmsy_type
CMSG_DATA 15-9 4.3BSD Reno send_fd

15-9 4.3BSD send_fd

#include <sys/types.h>

#include <sys/socket.h> /* struct msghdr */
#include <sys/uio.h> /* struct iovec */
#include <errno.h>
#include <stddef.h>
#include "ourhdr.h"

static struct cmsghdr '*cmptr = NULL; /* buffer is malloc’ed first time */
#$define CONTROLLEN (sizeof(struct cmsghdr) + sizeof(int))
/* size of control buffer to send/recv one file descriptor */

/* Pass a file descriptor to another process.
* If f£d<0, then -fd is sent back instead as the error status. */
int
send_fd(int clifd, int £d)
{
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struct iovec iov([1l]:
struct msghdr msg;
char buf([2]; /* send_fd()/recv_£fd() 2-byte protocol */
iov[0].iov_base = buf;
iov[0].iov_len = 2;
msg.msg_iov = iov;
msg.msg_iovlen = 1;
msg.msg_name = NULL;
msg.msg_namelen = 0;
if (£d < 0) {
msg.msg_control = NULL;
msg.msg_controllen = 0;
buf{l] = -£fd; /* nonzero status means error */
if (buf[l] == 0)
buf[l] = 1; /* -256, etc. would screw up protocol */
} else {
if (cmptr == NULL && (cmptr = malloc (CONTROLLEN)) == NULL)

return(-1);
cmptr->cmsg_level
cmptr->cmsg_type
cmptr->cmsg_len CONTROLLEN;
msg.msg_control (caddr_t) cmptr;
msg.msg_controllen = CONTROLLEN;

SOL_SOCKET;
SCM_RIGHTS;

*(int *)CMSG_DATA (cmptr) = fd; /* the fd to pass */
buf[l] = 0; /* zero status means OK */
}
buf[0] = 0; /* null byte flag to recv_fd() */
if (sendmsg(clifd, &msg, 0) != 2)
return(-1);
return(0);
}
15-10 cmsghdr
msg_control recvmsg

15-10 4.3BSD Reno recv_fd

#include <sys/types.h>

#include <sys/socket.h> /* struct msghdr */

#include <sys/uio.h> /* struct iovec */

#include <stddef.h>

#include "ourhdr.h"

static struct cmsghdr *cmptr = NULL; /* malloc’ed first time */

#define CONTROLLEN (sizeof (struct cmsghdr) + sizeof (int))
/* size of control buffer to send/recv one file descriptor */

/* Receive a file descriptor from another process (a server).

* In addition, any data received from the server is passed

* to (*userfunc)(STDERR_FILENO, buf, nbytes). We have a

* 2-byte protocol for receiving the fd from send_fd(). */
int
recv_fd(int servfd, ssize_t (*userfunc) (int, const void *, size_t))

int newfd, nread, status;
char *ptr, buf[MAXLINE];
struct iovec iov[1l];

struct msghdr msg;

status = -1;
for (; ;) {
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iov[0].iov_base = buf;

iov[0].iov_len = sizeof (buf);
msg.msg_iov = iov;
msg.msg_iovlen = 1;
msg.msg_name = NULL;

msg.msg_namelen = 0;

if (cmptr == NULL && (cmptr = malloc (CONTROLLEN)) == NULL)
return(-1);

msg.msg_control = (caddr_t) cmptr;

msg.msg_controllen = CONTROLLEN;

if ( (nread = recvmsg(servfd, &msg, 0)) < 0)
err_sys("recvmsg error");

else if (nread == 0) {
err_ret ("connection closed by server");
return(-1);

/* See if this is the final data with null & status.
Null must be next to last byte of buffer, status
byte is last byte. Zero status means there must
be a file descriptor to receive. */

for (ptr = buf; ptr < &buf[nread]; ) {
if (*ptr++ == 0) {
if (ptr != &buf[nread-1])
err_dump ("message format error");
status = *ptr & 255;
if (status == 0) {
if (msg.msg_controllen != CONTROLLEN)
err_dump("status = 0 but no £4");
newfd = *(int *)CMSG_DATA (cmptr); /* new descriptor */
} else
newfd = -status;
nread —-= 2;
}
}
if (nread > 0)

if ((*userfunc) (STDERR_FILENO, buf, nread) != nread)
return(-1);
if (status >= 0) /* final data has arrived */

return(newfd); /* descriptor, or -status */

15.4 open 1

open

IPC  —

@
2

3 - -1D
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fork exec
D
open <pathname> <openmode>\ 0
<openmode> open null
2 send fd  send_err
15.6
15-11 open.h
15-11 open.h

#include <sys/types.h>
#include <errno.h>
#include "ourhdr.h"
#define CL_OPEN "open" /* client’s request for server */

/* our function prototypes */
int csopen (char *, int);

15-12 main
csopen open

15-12 main

#include "open.h"
#include <fcntl.h>

#define BUFFSIZE 8192

int
main{int argc, char *argvl[])
{
int n, fd;
char buf [BUFFSIZE], line[MAXLINE];

/* read filename to cat from stdin */
while (fgets(line, MAXLINE, stdin) != NULL) {
line[strlen(line) — 1] = 0; /* replace newline with null */

/* open the file */
if ( (fd = csopen(line, O_RDONLY)) < 0)
continue; /* csopen() prints error from server */

/* and cat to stdout */

while ( (n = read(fd, buf, BUFFSIZE)) > 0)

if (write (STDOUT_FILENO, buf, n) != n)
err_sys("write error");

if (n < 0)
err sys("read error");

close (fd);

}

exit (0);
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15-13 csopen
#include "open.h"
#include <sys/uio.h> /* struct iovec */

/* Open the file by sending the "name" and "oflag" to the
* connection server and reading a file descriptor back. */

int

csopen (char *name, int oflag)

{

pid_t

int

char

struct iovec
static int

if (£d[0] < 0)

if (dup2(fd{1], STDIN_FILENO)

}

{

pid;
len;
buf[10];
iov([3];

fd(2] = { -1,

-1 };

/* fork/exec our open server first time */
if (s_pipe(fd) < 0)
err sys("s_pipe error");
if ( (pid = fork()) < 0)
err sys("fork error");
else if (pid == 0) {
close(£fd[0]):
if (£d[1)

/* child */

!= STDIN_FILENO) {

err _sys("dup2 error to stdin");

if (£d[1]

if (dup2(£fd[l], STDOUT_FILENO)

}

!= STDOUT_FILENO) ({

err_ sys("dup2 error to stdout"):;

if (execl("./opend",
err_sys("execl error");

}

close (fd[1]):

}

sprintf (buf, " %d", oflag);
CL_OPEN " ";
strlen(CL_OPEN) + 1;

iov[0].iov_base
iov[0].iov_len
iov[l].iov_base
iov([l].iov_len
iov[2].iov_base
iov([2].iov_len

name;

"opend"”, NULL) < 0)

/* parent */

/* oflag to ascii */

strlen (name) ;

buf;

strlen(buf) + 1;

!= STDIN_FILENO)

len = iov[0].iov_len + iov([l].iov_len + iov[2].iov_len;
if (writev(£d[0],
err_ sys("writev error");

&iov[0],

3)

!= len)

!= STDOUT_FILENO)

/* +1 for null at end of buf */

/* read descriptor, returned errors handled by write() */
return( recv_fd(£fd[0], write) ):

open

opend

write

fd[1]

ASCII

15-13

recv_fd
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opend.h 15-14
15-14 opend.h
#include <sys/types.h>
#include <errno.h>
#include "ourhdr.h"”

#define CL_OPEN "open"

/* declare
extern char errmsgl];
extern int oflag;
extern char *pathname;

/* client’s request for server */

global variables */
/* error message string to return to client */

/* open() flag: O_XxXx ...

*/

/* of file to open() for client */

/* function prototypes */

int cli_args(int, char **);
void request (char *, int, int);
main 15-15
request
15-15 main
#include "opend.h"
/* define global variables */
char errmsg [MAXLINE] ;
int oflag;
char *pathname;
int

main (void)

{

int nread;

char buf [MAXLINE];

for (; ;) { /* read arg buffer from client, process request */
if ( (nread = read(STDIN_FILENO, buf, MAXLINE)) <.0)

err_sys("read error on stream pipe");

else if (nread == 0)
/* client has closed the stream pipe */

break;

request (buf, nread, STDOUT_FILENO);

}
exit (0);

15-16 request buf_args
argv cli_args open
send_fd
send_err -
15-17 buf_args
argv 18
ANSI C strtok
15-16 request
#include "opend.h"

#include <fentl.h>
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void
request (char *buf, int nread, int fd)
{

int newfd;

if (buf[nread-1] != 0) {
sprintf(errmsg, "request not null terminated: %*.*s\n",
nread, nread, buf):;
send_err(fd, -1, errmsg);
return;

/* parse the arguments, set options */
if (buf_args(buf, cli_args) < 0) {
send_err(fd, -1, errmsg);
return;

}

if ( (newfd = open(pathname, oflag)) < 0) {
sprintf(errmsg, "can’t open %s: %s\n",
pathname, strerror (errno));
send_err(fd, -1, errmsg);
return;

/* send the descriptor */
if (send_fd(fd, newfd) < 0)
err sys("send fd error");
close (newfd) ; /* we’re done with descriptor */

15-17 buf_args

#include "ourhdr.h"
#define MAXARGC 50 /* max number of arguments in buf */
#define WHITE " \t\n" /* white space for tokenizing arguments */

/* buf[] contains white-space separated arguments. We convert it
to an argv{] style array of pointers, and call the user’s
function (*optfunc) () to process the argv[] array.

We return -1 to the caller if there’s a problem parsing buf,
else we return whatever optfunc() returns. Note that user’s
buf[] array is modified (nulls placed after each token). */

* %k ¥ % %

int
buf_args(char *buf, int (*optfunc) (int, char *¥))
{

char *ptr, *argv[MAXARGC];

int argc;

if (strtok(buf, WHITE) == NULL) /* an argv[0] is required */
return(-1);
argv{argc = 0] = buf;

while ( (ptr = strtok(NULL, WHITE)) != NULL) {
if (++argc >= MAXARGC-1) /* -1 for room for NULL at end */
return(-1);
argv[argc] = ptr;
}
argv[++argc] = NULL;

return( (*optfunc) (argc, argv) );
/* Since argv{] pointers point into the user’s bufl[],
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user’s function can just copy the pointers, even
though argv([] array will disappear on return. */

buf_args cli_args 15-18
open fork exec fork
- 15.6 open

15-18 cli_args

#include "opend.h"

/* This function is called by buf_args(), which is called by
* request(). buf_args() has broken up the client’s buffer
* into an argv|[] style array, which we now process. */

int
cli_args(int argc, char **argv)
{
if (argc != 3 || strcmp(argv(0], CL OPEN) != 0) {
strcpy(errmsg, "usage: <pathname> <oflag>\n");
return(-1);

}

pathname = argv([l]; /* save ptr to pathname to open */

oflag = atoi(argv[2]):

return(0);

}
15.5 -
IPC open
S _pipe
14-11
FIFO

SVR4 4.3+BSD IPC -

#include "ourhdr.h"

int serv_listen(const chamank);

<0
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serv_listen name

serv_listen serv_accept

#include "ourhdr.h"

int serv_accept (inistenfd, uid_t widptr);

<0
listenfd serv_listen
ID uidptr
cli_conn
#include "ourhdr.h"
int cli_conn(const chanare);
<0
name serv_listen
select poll
I/O -
SVR4 4.3+BSD 18
15.5.1 SVR4
SVR4 connld
connld Presotto Ritchie[1990] Research UNIX
SVR4
connld 15-5 £d4[0] £d[1]
[ e A
| |
connld ! ' ‘ | ’ !
SVR4 fattach i :
| |
| !
15-19 20 serv_listen N :

15-5 connld
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15-19 SVR4 serv_listen

#include <sys/types.h>

#include <sys/stat.h>
#include <stropts.h>
#include "ourhdr.h"

#define FIFO_MODE (S_IRUSR|S_IWUSR|S_IRGRP|S_IWGRP|S_IROTH|S_IWOTH)
/* user rw, group rw, others rw */

int /* returns fd if all OK, <0 on error */
serv_listen(const char *name)
{

int tempfd, £d[2], len;

/* create a file: mount point for fattach() */
unlink (name) ;
if ( (tempfd = creat(name, FIFO_MODE)) < 0)
return(-1);
if (close(tempfd) < 0)
return(-2);

if (pipe(fd) < 0)
return(-3);
/* push connld & fattach() on f£d[1] */
if (ioctl(fd[1], I_PUSH, "connld") < 0)
return (-4);
if (fattach(fd[1l], name) < 0)
return (-5);

return(fd[0]); /* £d[0] is where client connections arrive */

}
connld open
1
2 open
(3 connld
|_RECVFD ioctl
fattach /tmp/servl 15-6

fd=open("/tmp/servl", O_RDWR);

fd clifdl £d[0] £d[1]

y ¥/tmp/servii

I
|
|
|
|
|
|

connld I
|
1
1
1
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connld open fd clifdl
fd[0] | RECVFD ioctl fa[1]
connld fd[1] fd[1]
15-20 serv_accept
15-20 SVR4 serv_accept
#include <sys/types.h>
#include <sys/stat.h>
#include <stropts.h>
#include "ourhdr.h"
/* Wait for a client connection to arrive, and accept it.
* We also obtain the client’s user ID. */
int /* returns new fd if all OK, -1 on error */
serv_accept (int listenfd, uid_t *uidptr)
{
struct strrecvfd recvfd;
if (ioctl(listenfd, I_RECVFD, &recvfd) < 0)
return(-1); /* could be EINTR if signal caught */
if (uidptr != NULL)
*uidptr = recvfd.uid; /* effective uid of caller */
return(recvfd.fd); /* return the new descriptor */
}
15-6 serv_accept fd[0] serv_accept
clifdl
15-21 cli_conn
15-21 SVR4 cli_conn
#include <sys/types.h>
#include <sys/stat.h>
#include <fcntl.h>
#include "ourhdr.h"
/* Create a client endpoint and connect to a server. */
int /* returns fd if all OK, <0 on error */
cli_conn(const char *name)
{
int fd;
/* open the mounted stream */
if ( (fd = open(name, O_RDWR)) < 0)
return(-1);
if (isastream(fd) == 0)
return(-2);
return (£d) ;
}
SVR4 cli_conn
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open BSD cli_conn
cli_conn

15.5.2 4.3+BSD

4.3+BSD UNIX
socket bind listen accept connect
Stevens 1990
SVR4 UNIX SVR4
15-22 serv_listen

15-22 4.3+BSD serv_listen

#include <sys/types.h>

#include <sys/socket.h>
#include <sys/un.h>
#include "ourhdr.h"

/* Create a server endpoint of a connection. */

int /* returns fd if all OK, <0 on error */
serv_listen(const char *name)
{

int fd, len;

struct sockaddr_un unix_addr;

/* create a Unix domain stream socket */
if ( (fd = socket (AF_UNIX, SOCK_STREAM, 0)) < 0)
return(-1);

unlink (name) ; /* in case it already exists */

/* £ill in socket address structure */
memset (&unix_addr, 0, sizeof(unix_addr));
unix addr.sun_family = AF_UNIX;
strcpy (unix addr.sun_path, name);
#ifdef SCM_RIGHTS /* 4.3BSD Reno and later */

len = sizeof (unix_addr.sun_len) + sizeof (unix_addr.sun_family) +

strlen(unix addr.sun_path) + 1;
unix addr.sun_len = len;
#else /* vanilla 4.3BSD */

len = strlen(unix_addr.sun_path) + sizeof (unix addr.sun_family);

#endif

/* bind the name to the descriptor */
if (bind(fd, (struct sockaddr *) &unix_addr, len) < 0)
return(-2);

if (listen(fd, 5) < 0) /* tell kernel we’'re a server */
return(-3);

return(£fd) ;

socket UNIX sockeraddr_un

bind
listen 5

listen
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15-23 4.3+BSD cli_conn

#include <sys/types.h>
#include <sys/socket.h>
#include <sys/stat.h>
#include <sys/un.h>
#include "ourhdr.h"
/* Create a client endpoint and connect to a server. */
#define CLI_PATH "/var/tmp/" /* +5 for pid = 14 chars */
#define CLI_PERM S_IRWXU /* rwx for user only */

int /* returns fd if all OK, <0 on error */
cli_conn(const char *name)
{

int fd, len;

struct sockaddr un unix_addr;

/* create a Unix domain stream socket */
if ( (fd = socket (AF_UNIX, SOCK_STREAM, 0)) < 0)
return(-1);

/* £ill socket address structure w/our address */

memset (¢unix addr, 0, sizeof(unix_addr));

unix_addr.sun_family = AF_UNIX;

sprintf (unix addr.sun path, "%s%05d", CLI_PATH, getpid());
#ifdef SCM RIGHTS /* 4.3BSD Reno and later */

len = sizeof (unix addr.sun_len) + sizeof (unix_ addr.sun_family) +

strlen(unix addr.sun_path) + 1;

unix_addr.sun_len = len;
#else /* vanilla 4.3BSD */

len = strlen(unix addr.sun_path) + sizeof (unix_addr.sun_family);

if (len != 16)
err_quit ("length != 16"); /* hack */
#endif

unlink (unix_addr.sun_path); /* in case it already exists */
if (bind(fd, (struct sockaddr *) &unix addr, len) < 0)
return(-2);
if (chmod(unix_addr.sun_path, CLI_PERM) < 0)
return(-3);

/* f£ill socket address structure w/server’s addr */

memset (¢unix_addr, 0, sizeof (unix_addr));

unix_addr.sun_family = AF UNIX;

strcpy (unix_addr.sun_path, name);
#ifdef SCM _RIGHTS /* 4.3BSD Reno and later */

len = sizeof (unix_addr.sun_len) + sizeof(unix addr.sun_family) +

strlen(unix_addr.sun_path) + 1;

unix_addr.sun_len = len;
felse /* vanilla 4.3BSD */

len = strlen(unix_addr.sun_path) + sizeof (unix_ addr.sun_family):;
#endif

if (connect(fd, (struct sockaddr *) &unix addr, len) < 0)
return(-4);

return (£fd) ;
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5 ID 14
UNIX unlink
bind
chmod user_read user_write user_execute
serv_accept ID
socketaddr_un connect
serv_accept accept
15-24
15-24 4.3+BSD serv_accept
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/stat.h>
#include <sys/un.h>
#include <stddef.h>
#include <time.h>
#include "ourhdr.h"

#define STALE 30 /* client’s name can’t be older than this (sec) */

/* Wait for a client connection to arrive, and accept it.
* We also obtain the client’s user ID from the pathname
* that it must bind before calling us. */

int /* returns new fd if all OK, <0 on error */
serv_accept (int listenfd, uid t *uidptr)
{

int clifd, len;
time_t staletime;
struct sockaddr_un wunix addr;
struct stat statbuf;

len = sizeof (unix_addr);
if ( (clifd = accept(listenfd, (struct sockaddr *) &unix addr, &len)) < 0)
return(-1); /* often errno=EINTR, if signal caught */

/* obtain the client’s uid from its calling address */
#ifdef SCM RIGHTS /* 4.3BSD Reno and later */

len -= sizeof(unix_addr.sun_len) - sizeof (unix_ addr.sun_family);
#else /* vanilla 4.3BSD */

len —= sizeof (unix_ addr.sun_family): /* len of pathname */
#endif

unix_addr.sun_path[len] = 0; /* null terminate */

if (stat(unix_addr.sun path, &statbuf) < 0)
return(-2);
#ifdef S_ISSOCK /* not defined for SVR4 */
if (S_ISSOCK(statbuf.st_mode) == 0)
return(-3); /* not a socket */
#endif
if ((statbuf.st_mode & (S_IRWXG | S_IRWXO0)) ||
(statbuf.st_mode & S_IRWXU) != S_IRWXU)
return (-4); /* is not rwx----—-—— */

staletime = time (NULL) - STALE;
if (statbuf.st_atime < staletime ||
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statbuf.st_ctime < staletime ||
statbuf.st_mtime < staletime)
return(-5); /* i-node is too old */

if (uidptr != NULL)
*uidptr = statbuf.st_uid; /* return uid of caller */

unlink (unix_addr.sun_path); /* we're done with pathname now */

return(clifd);

accept cli_conn accept
SVR4
connld accept
SOCkEtaddr—un fd clifd listenfd
|D nU” : 1 ‘ ‘ ‘ r /tmp/aezvli
stat | :
. oy |
user_read user_write s —— S R
user_execute | 15-7 UNIX )
30 time UNIX
ID
SVR4|_RECVFD ID accept
15-7 cli_conn /tmp/servl
15-6
15.6 open 2
154 fork exec open
open
fork exec
serv_listen serv_accept cli_conn
125 select poll
154 main.c 15-12
open.h 15-11 1
#define CS_OPEN "/home/stevens/open" /* server's well-known name */
cli_conn fork exec open.c 15-13
15-25
15-25 csopen
#include "open.h"
#include <sys/uio.h> /* struct iovec */

/* Open the file by sending the "name" and "oflag" to the
* connection server and reading a file descriptor back. */

int
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csopen(char *name, int oflag)
{

int len;

char buf[10];

struct iovec iov([3];

static int csfd = -1;

if (csfd < 0) { /* open connection to conn server */

if ( (csfd = cli_conn(CS_OPEN)) < 0)
err_sys("cli_conn error");

}

sprintf (buf, " %d", oflag): /* oflag to ascii */

iov[0].iov_base = CL OPEN " ";

iov[O].iov_len = strlen(CL_OPEN) + 1;

iov[l].iov_base = name;

iov[l].iov_len = strlen(name);

iov([2].iov_base = buf;

iov{2].iov_len = strlen(buf) + 1;

/* null at end of buf always sent */
len = iov[0].iov_len + iov[l].iov_len + iov[2].iov len;
if (writev(csfd, &iov[0], 3) != len) B
err_sys("writev error");

/* read back descriptor */
/* returned errors handled by write() */
return( recv_fd(csfd, write) );

opend.h 15-26
15-26 open.h
#include <sys/types.h>
#include <errno.h>
#include "ourhdr.h"
#define CS_OPEN "/home/stevens/opend" /* well-known name */
#define CL_OPEN "open" /* client’s request for server */
/* declare global variables */

extern int debug; /* nonzero if interactive (not daemon) */
extern char errmsg[]; /* error message string to return to client */
extern int oflag; /* open flag: O_xxx ... */
extern char *pathname; /* of file to open for client */
typedef struct { /* one Client struct per connected client */

int  f£d: /* £d, or -1 if available */

uid_t wuid;
} Client;
extern Client *client; /* ptr to malloc’ed array */
extern int client_size; /* # entries in client[] array */

/* (both manipulated by client_XXX() functions) */

/* function prototypes */

int cli_args(int, char *¥*);

int client_add(int, uid_t):

void client_del (int);

void loop (void) ;

void request (char *, int, int, uid_t);

opend.h client 15-27
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#include "opend.h"
#define NALLOC 10 /* #Client structs to alloc/realloc for */
static void
client_alloc(void) /* alloc more entries in the client[] array */

{
int i;
if (client == NULL)
client = malloc (NALLOC * sizeof(Client));
else
client = realloc(client, (client_size + NALLOC) * sizeof (Client));
if (client == NULL)
err_sys("can’t alloc for client array"”):;

/* have to initialize the new entries */

for (i = client_size; i < client_size + NALLOC; i++)
client[i].fd = -1; /* fd of -1 means entry available */

client_size += NALLOC;
}
/* Called by loop() when connection request from a new client arrives */
int
client_add(int f£d, uid_t uid)
{

int - i;
if (client == NULL) /* first time we’re called */
client_alloc();
again:
for (i = 0; i < client_size; i++) {

if (client[i].fd == -1) { /* find an available entry */
client[i]l.fd = fd;
client[i].uid = uid;
return(i); /* return index in client[] array */

}
/* client array full, time to realloc for more */
client_alloc();

goto again; /* and search again (will work this time) */

}

/* Called by loop() when we’re done with a client */

void
client_del (int £d)
{

int i;

for (i = 0; i < client_size; i++) {
if (client[i]).fd == fd) {
client[i].fd = -1;
return;
}
}

log_quit ("can’t find client entry for fd %d", fd);

client_add client_alloc client_alloc malloc 10
10 client_add realloc
client
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15-28 main

loop

#include
#include

"opend.h"
<syslog.h>

/* define glcbal variables */
debug;
errmsg [MAXLINE] ;
oflag;
*pathname;
*client = NULL;
client_size;

int
char
int
char
Client
int
int
main (int argc,
{

char *argv([])

int c;
log_open("open.serv", LOG_PID, LOG_USER) ;

opterr = 0;
while ( (c = getopt(argc, argv,
switch (c) {
case 'd’:
debug = 1;
break:;

"d")) != EOF) ({

/* debug */

case '?':

err_quit ("unrecognized option: -%c", optopt);
}

}

if (debug == 0)
daemon_init ()}

loop{): /* never returns */

/* don’t want getopt () writing to stderr */

loop

4.3+BSD SVR4 15-30 poll

15-29 select loop

15-29
SVR4

sel ect

#include
#include

"opend.h"
<sys/time.h>

void
loop (void)
{
int i, n, maxfd, maxi, listenfd, clifd, nread;
char buf [MAXLINE] ;
uid t  uid;

fd set rset, allset;

FD_ZERO (sallset);

/* obtain fd to listen for client requests on */
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if ( (listenfd = serv_listen(CS_OPEN)) < 0)
log_sys("serv_listen error");

FD_SET(listenfd, &allset);

maxfd = listenfd;

maxi = -1;

for ( ; ;) {
rset = allset; /* rset gets modified each time around */
if ( (n = select(maxfd + 1, &rset, NULL, NULL, NULL)) < 0)
log_sys("select error");

if (FD_ISSET(listenfd, &rset)) {
/* accept new client request */
if ( (clifd = serv_accept(listenfd, &uid)) < 0)
log_sys("serv_accept error: %d", clifd);
i = client_add(clifd, uid);
FD_SET(clifd, &allset);
if (clifd > maxfd)
maxfd = clifd; /* max fd for select() */
if (i > maxi)

maxi = i; /* max index in client[] array */
log_msg("new connection: uid %d, f£d %d", uid, clifd);
continue;

for (i = 0; i <= maxi; i++) { /* go through client([] array */
if ( (clifd = client[i].fd) < 0)
continue;
if (FD_ISSET(clifd, &rset)) {
/* read argument buffer from client */
if ( (nread = read(clifd, buf, MAXLINE)) < 0)
log_sys("read error on £d %d", clifd);
else if (nread == 0) {
log_msg("closed: uid %d, fd %d",
client[i].uid, clifd):
client_del(clifd); /* client has closed conn */
FD_CLR(clifd, &allset);
close(clifd);
} else /* process client’s rquest */
request (buf, nread, clifd, client{i].uid);

serv_listen
select select
1) listenfd cli_conn
serv_accept client
select client
2 a
b read 0
0 request
allset

V IPC
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15-30 poll loop
#include "opend.h"
#include <poll.h>
#include <stropts.h>
void
loop (void)
{
int i, maxi, listenfd, clifd, nread;
char buf [MAXLINE];
uid_t uid;
struct pollfd *pollfd;
if ( (pollfd = malloc(open max() * sizeof (struct pollfd))) == NULL)

err_sys("malloc error");

/* obtain fd to listen for client requests on */

if ( (listenfd = serv_listen(CS_OPEN)) < 0)

log _sys("serv_listen error");
client gdd(listenfd, 0); /* we use [0] for listenfd */
pollfd[0].fd = listenfd;
pollfd[0] .events = POLLIN;
maxi = 0;
tor ( ; ;) {

if (poll(pollfd, maxi + 1, INFTIM) < 0)

log_sys("poll error");

if (pollfd[0].revents & POLLIN) {
/* accept new client request */
if ( (clifd = serv_accept(listenfd, &uid)) < 0)
log_sys("serv_accept error: %d", clifd);
i = client_add(clifd, uid);
pollfd[i].fd = clifd;
pollfd[i] .events = POLLIN;
if (i > maxi)
maxi = i;
log _msg("new connection: uid $d, fd %d", uid, clifd);

for (i = 1; i <= maxi; i++) {
if ( (clifd = client[i].fd) < 0)
continue;
if (pollfd[i].revents & POLLHUP)
goto hungup:;
else if (pollfd([i].revents & POLLIN) {
/* read argument buffer from client */
if ( (nread = read(clifd, buf, MAXLINE)) < 0)
log_sys("read error on fd %d", clifd);
else if (nread == 0) {
hungup:
log msg("closed: uid %d, fd %d4",
client[i].uid, clifd);
client_del(clifd); /* client has closed conn */
pollfd{i].fd = -1;
close(clifd);
} else /* process client’s rquest */
request (buf, nread, clifd, client[i].uid):
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pollfd
open_max 2-3
client 0 listenfd client pollfd
listenfd POLLIN
serv_accept
poll POLLHUP
POLLIN 14.7
select request 15-31
15-16 buf_args 15-17  buf_args
cli_args 15-18
15-31 request

#include "opend.h"

#include <fcntl.h>

void
request (char *buf, int nread, int clifd, uid_t uid)

{
int newfd;

if (buf[nread-1] != 0) {

sprintf (errmsg, "request from uid %d not null terminated: %*.*s\n",

uid, nread, nread, buf);
send_err(clifd, -1, errmsg);
return;

}
log_msg("request: %s, from uid %d", buf, uid);

/* parse the arguments, set options */
if (buf_args(buf, cli_args) < 0) {
send err(clifd, -1, errmsg);
log msg(errmsgqg);
return;

}

if ( (newfd = open(pathname, oflag)) < 0) {
sprintf (errmsg, "can’t open %s: %s\n",
pathname, strerror(errno));
send_err(clifd, -1, errmsg);
log_msg(errmsg);
return;

/* send the descriptor */
if (send_fd(clifd, newfd) < 0)
log_sys("send_fd errox");

log _msg("sent fd %d over fd %d for %s", newfd, clifd, pathname);

close (newfd) ; /* we're done with descriptor */

open
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open
15.5
15.1 15-1
15.2
fork
15.3 15-14 15.15
154 bug args 15-17

155 15-29 15-30

UNIX IPC 18
fork exec
15.3
- 12.5 1/0
1/0 read write
8.8 -
argv
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